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Not Final, But 
Not Optional: 
A Guide to the 
Proposed HIPAA 
Security Rule

By Russell Teague // Chief Strategy and Security Officer

The Office for Civil Rights (OCR) has delayed the Notice 
of Proposed Rulemaking (NPRM) intended to overhaul 
the HIPAA Security Rule until at least July 2027, moving 
it from a near-term final rule posture into “Long-Term 
Actions” on the federal regulatory agenda. The 
proposed rule itself remains the same NPRM published 
in the Federal Register on January 6, 2025.

The NPRM would be the largest overhaul of HIPAA in 
over a decade and prompted more than 4,700 public 
comments that the OCR is still working through, 
including a coalition of more than 100 hospital and 
provider organizations that asked the agency to 
withdraw the proposal.

It would be easy to read all of that as a reason to wait 
and see where things land before taking any action. In 
my experience, that reading is a mistake. The direction 
is settled. Only the timing is delayed. This delay is 
giving healthcare a runway, not a reprieve, and the 
organizations that treat this window as preparation time 
will implement on their own schedule and budget rather 
than someone else’s.
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Why Now, After So Long?
Skepticism we saw on this proposed update, 
especially from executives and boards, wasn’t without 
merit. But this isn’t a death notice for HIPAA Security 
Rule modernization, as the NPRM isn’t abstract policy. 
It’s a direct response to some of the most notable, 
and highly visible, breaches of 2024.  

Change Healthcare, February 2024. With the initial 
foothold being a Citrix remote-access portal without 
MFA, Senator Ron Wyden called it an incident that 
“could have been stopped with cybersecurity 101.” 

Ascension, 2024. An inadequately segmented 
network spanning 142 hospitals in 19 states allowed 
a single employee's mistake of clicking a malicious 
link to cause weeks of EHR downtime and ambulance 
diversions across the region. 

These were the notorious events, but they were 
not isolated. The FBI’s IC3 reporting counted 460 
healthcare ransomware incidents, and the MOVEit 
campaign exposed 41 million records across 42 
healthcare breaches.

OCR is closing the exact vectors that produced the 
largest healthcare breaches in U.S. history. The universal 
MFA mandate is the Change Healthcare answer. The 
segmentation mandate is the Ascension answer. One-
hour access termination is the answer to insider-access 
monitoring failures like Montefiore, which closed at a 
$4.75 million settlement. Twenty-four-hour cross-entity 
notification is the response to MOVEit.

The Changes
The NPRM changes included a proposal to eliminate the 
“addressable” versus “required” distinction at 45 CFR 
164.306(d). Every implementation specification becomes 
required, with only narrow, enumerated exceptions 
for legacy technology under documented migration 
plans, genuine emergencies, and certain FDA-approved 
devices cleared before March 2023.

For thirteen years, “addressable” was the language 
that let organizations not encrypt, not segment, and 
not deploy MFA , as long as they documented why. 
When that word goes away, the partial rollouts and 
compensating-control arguments that were once 
defensible become gaps.

“For thirteen years, “addressable” 
was the language that let 
organizations not encrypt, not 
segment, and not deploy MFA.

“
The organizations that treat 
this window as preparation 
time will implement on their 
own schedule and budget 
rather than someone else’s.
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MFA, universal  
(45 CFR 164.312)

Enhanced risk analysis with threat- 
vulnerability pairs (45 CFR 164.308(a)(1)(ii)(A))

Written asset inventory and network map  
(45 CFR 164.308(a)(1))

Network segmentation, now 
required (45 CFR 164.312)

In total, the proposal carries roughly 40 new 
or enhanced controls. The list below captures 
some of the most consequential controls, not 
all the changes.

Required for all access to relevant 
electronic information systems, 

with narrow exceptions. 

Any Citrix portal, VPN, RDP 
session, or admin console 
without MFA is a Change 
Healthcare–shaped hole.

Vulnerability scanning 
every six months and 
penetration testing at 

least every twelve.

Critical patches within 
15 days and high-

severity within 30, with 
documented compensating 
controls when patching is 

not possible.

Workforce access 
termination within one 

hour, cross-entity access-
change notification within 
24 hours, and business-
associate contingency 

activation within 24 hours.

A 72-hour recovery time 
objective and 48-hour 

recovery point objective 
for critical systems, and 
every business associate 
agreement renegotiated 

within twelve months.

The analysis must draw on the inventory and 
map and assign likelihood, impact, and risk level 

for each pair. 

Risk-analysis failures appeared in every major 
2025 enforcement action. It is the most 

weaponized provision in HIPAA enforcement.

Every asset that touches ePHI, with version, 
accountable owner, and location, plus a network 

map, reviewed annually. 

Change Healthcare could not confirm its scope 
to regulators for months.

The proposal calls for 
segmenting ePHI to “limit 
access and prevent lateral 
movement by intruders.” 

That is the Ascension incident 
written into regulation.

Encryption as a standalone  
standard (45 CFR 164.312(a)(2)(iv))(iv))

ePHI encrypted at rest and in 
transit, no longer buried inside 

access control. 

TLS 1.2 at minimum, full-disk 
encryption, no cleartext  

HL7 feeds.

THE TECHNICAL SAFEGUARDS BECOMING MANDATORY:

THE DOCUMENTATION BECOMING ENFORCEABLE:

THE OPERATIONAL CADENCE AND SERVICE LEVELS:
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What This Means For  
Healthcare Leaders
The “good enough on the crown jewels” era is over. 
Programs scoped to critical systems will have to be 
re-scoped to the full estate, and phased multi-year 
roadmaps will have to be compressed.

Once the clock starts, it’ll run out fast. As it’s currently 
written, the structure is: 

•	 60 days to the effective date. 
•	 Then 180 more days to mandatory compliance  

(for 240 days total).
•	 Business associate agreements due within a year.

The timeline details may still shift — much of the public 
comment volume targets exactly this 240-day window as 
unrealistic against the medical-device and legacy-server 
realities above, so a longer runway is plausible — but the 
budget cycle for this work begins before the rule is final, 
not after.

Where the Challenges Are

Medical devices will be one of the most challenging 
areas for compliance. Per HIMSS, roughly 62 percent of 
organizations cannot adequately protect unpatchable 
devices, and 50 to 70 percent cannot host security 
agents on them. 

Legacy servers that cannot run modern MFA or EDR, or 
meet a 15-day patch cadence, sit close behind, along 
with business associate renegotiation at scale and the 
one-hour access termination that lands squarely on 
identity and HR workflows.

What To Do Today
A compliance-first program asks “when must I 
comply?” A security-first program asks “how fast can 
I implement controls that protect patients and care 
delivery?” My recommendation is to create the latter 
and lead with NIST CSF 2.0. 

The HIPAA Security Rule is, by design, general. NIST 
CSF 2.0 is specific, prescriptive, and operationally 
testable. Aligning to it now insulates you from however 
the final rule’s wording lands, because the NIST 
framework already includes most of what is coming. 

It is also one of those rare investments that pays off in 
every scenario. If OCR narrows the rule or withdraws 
it entirely under the current deregulatory posture, a 
NIST-aligned program still strengthens your breach 
defensibility and your insurance position. There is no 
version of the future in which this work is wasted. 

The upside reaches beyond protection. OCR has 
signaled a willingness to extend concessions, the 
modern echo of Safe Harbor, to organizations operating 
against a recognized framework during a breach 
investigation. NIST alignment also improves your cyber 
insurance posture at every renewal.

“
The budget cycle for this 
work begins before the 
rule is final, not after.
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Reactive compliance is 
the most expensive kind.

What to start before the clock does:

01.	 Inventory honestly. Map current state against the 
proposed rule, with special attention to anything 
classified today as “addressable.” Build the asset 
inventory and network map as living artifacts, not 
stale diagrams.

02.	 Reassess against the right framework. Move from 
a HIPAA-only risk assessment to a NIST CSF 2.0 
assessment, aligned to NIST SP 800-30, for a true 
readiness picture.

03.	 Build a time-phased roadmap inside the normal 
budget cycle. Prioritize MFA gap closure across 
remote access, VPN, Citrix, RDP, and admin 
consoles; segmentation decisions for high-
risk clinical areas; and the business associate 
renegotiation list.

04.	 Tighten the operational basics now. Run incident-
response readiness and tabletop exercises, 
complete a business impact analysis, build BCDR 
toward the 72-hour RTO, and set a corrective-action 
governance cadence.

Waiting compounds. Reactive compliance is the most 
expensive kind: premium-rate external resources, rushed 
deployments that need rework, and controls dropped 
in without change management that risk destabilizing 
clinical operations. 

Every extra dollar pulled into an emergency scramble 
for compliance will be an extra dollar away from 
the bedside. HHS’s own Regulatory Impact Analysis 
estimates first-year industry cost at roughly $9 billion, 
rising to about $34 billion over five years.

“

“
Every extra dollar pulled into 
an emergency scramble for 
compliance will be an extra 
dollar away from the bedside.

Managing the Conversation
The wrong frame for the proposed rule is fear, 
uncertainty, and doubt. The right frame is opportunity. 

I see a 5 point narrative: 

01.	 The rule is coming and only the timing is open.

02.	 We have a rare window of regulatory  
breathing room.

03.	 Aligning to NIST CSF 2.0 now protects patients 
regardless of the final wording.

04.	 It improves our position with regulators, attorneys 
generals, and insurers if something goes wrong.

05.	 We can fund it inside the normal operating 
cadence rather than an emergency one.

That reframing shifts the boardroom question from 
“what will this cost us?” to “what do we get for 
moving now?” In my experience, that is a far easier 
question to win.

Stay safe, healthcare.
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Change Your Oil:  
Why Identity Management Is 
Routine Care, Not a Project

IAM works the same way. Most breaches in healthcare 
don’t stem from some brilliant, never-before-seen 
exploit or a masterful, digital lockpick. They come 
from a decades-old account nobody remembered, 
an over-provisioned service account, a password that 
hasn’t changed since the server was racked, or from 
a computer that should have been retired with the 
Pontiac Aztek.

They start with the keys that are left in the doors.

As reported healthcare data breaches climbed from 
39 in 2014 to 598 in 2024 and continue to be more 
frequent, they haven’t necessarily all grown cleverer. 
Most were preventable with basic upkeep. 

It was a surprising answer to a question about what a 
healthcare organization should consider doing today 
to move their security program forward.

It wasn’t really about cars, of course. It was about 
identity and access management (IAM). Stale accounts. 
Old passwords. Legacy Operating Systems and 
Authentication Methods. The quiet maintenance that 
gets pushed down the to-do list because the day is 
already full. 

A car that skips its oil change doesn’t fail that afternoon. 
It fails later: silently, expensively, and at the worst 
possible moment.

Scott Milne // Security Engineer

“Change their oil.”

had an admin with a 
password 3+ years old.

Nearly ¹∕3 of computers were 
inactive in over ½ of Active 
Directory Domains reviewed.

92% OF 
DOMAINS
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THE FOUNDATION: 
What Good Identity Looks Like
Strong identity rests on three questions. Who are you? 
What are you allowed to touch? Can we prove what you 
did? Authentication, authorization, and accountability. 
HIPAA’s access control requirements are built on exactly 
this: unique user identification, controlled access to 
protected health information, and logging you can stand 
behind in an audit.

The most practical way to deliver all three is role-based 
access control. Put simply, assign people/accounts to 
roles, assign roles to permission groups, then assign 
permissions to resources to the permission groups –  
not to individual persons or accounts. It may sound like 
excessive layers at first glance, but in practice, it’s the 
difference between a program you can audit and one 
you can only apologize for.

Role-based access does multiple things at once: 

•	 Roles are cleanly separated from permissions. 
•	 It enforces least privilege, so people carry only the 

access their job requires.
•	 It scales, so onboarding fifty new techs next quarter 

is one action, not fifty.
•	 It survives inspection, because when a regulator asks 

why someone can reach imaging, the role answers  
for you.

When designing role-based access control strategies, 
don't re-invent the wheel. Leveraging the classic strategy 
of AGDLP (Accounts, Global groups, Domain Local 
groups, Permissions) is a great way to standardize your 
environment with a repeatable group nesting model.

It's not really about picking the right acronym to follow. 
It's about using a repeatable process that keeps you 
rolling down the road.

LEGACY DEVICES: 
Contain What You Can’t Replace
You cannot retire a multimillion-dollar imaging system 
because it happens to run an old operating system with 
weak authentication. The budget for a new system would 
be hard to justify, and the patients still need their scans. 

That’s technical debt, and it’s everywhere in  
this healthcare.

Wall it off. Segment it behind firewall policy. Where it 
makes sense, stand up a bastion domain so the device 
authenticates entirely outside your primary environment. 
Layer Group Policy and recognized security baselines on 
top to harden what you can’t patch. And never, never, let 
a legacy box run on domain administrator credentials. 
One forgotten, over-privileged system is all an attacker 
needs to move laterally across everything else.

“
Role-based access does 
multiple things at once.
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“Every clinician who walks 
in has to be credentialed 
before they can legally 
work. That credentialing 
event is your trigger.

TRAVELING NURSES &  
CONTRACT PHYSICIANS: 
Tie Identity to Credentialing
Travel nurses and contract physicians are a real identity 
challenge: high turnover, outside credentialing, and a 
clock that’s always running. A travel assignment often 
lasts thirteen weeks. Then the person is gone, and the 
account is still there.

There’s a better way, and it’s already sitting in your 
building. Every clinician who walks in has to be 
credentialed before they can legally work. That 
credentialing event is your trigger. Tie provisioning to it. 

When a provider is credentialed, the account turns on. 
When the contract ends or the credential lapses, the 
account turns off. Disable it; don’t delete it. A contractor 
who left in spring may be back in fall, and it’s faster to 
re-enable an archived account than it is to recreate one.

Know Your Account Types
Many identity problems trace back to one mistake: 
treating every account the same. There are three 
primary kinds of accounts.

•	 User accounts belong to people. One per clinician, 
daily login, standard policy backed by MFA.

•	 Service accounts are non-human: the connections 
that sync your EHR, your PACS, your lab systems.

•	 Privileged accounts run administration, and they 
should never be someone’s everyday login.

These account types are not interchangeable, but a 
single person can have more than one. A common 
reason to do so is to ensure that privileged accounts are 
not email-enabled. 

For example, an IT user will often need a standard 
user account to log in to their laptop and access email, 
Teams, etc., an “ADM” (privileged account) for on-prem 
administration (no email on that account), and a cloud-
only/Entra account for Azure/M365 administration. In 
some cases, it is also recommended to split IT users 
further into separate accounts that manage workstations 
and servers.

A nurse, on the other hand, is likely to only need a single 
account. There is a growing trend towards standard 
users not being email-enabled except for managers and 
other leadership roles. So, in the case of the nurse, that 
user account may or may not be email-enabled. 

“Treat AI as an “account” & 
wall it away from ePHI and 
other sensitive information.
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There is, of course, grey area. A specific physician who 
needs additional access. A contractor who needs a 
privileged account but only for a limited window on 
specific days. This is where Just-In-Time (JIT) access and 
Privileged Identity Management (PIM) come into play. 
Whether managed through PowerShell scripts or a third-
party tool, taking the time to layer these controls over 
specific users in your account is a critical component to 
truly maintaining least privilege. 

Service accounts are where it gets dangerous. Attackers 
love them because of a technique called Kerberoasting: 
a privileged service account with an old, weak password 
can have its ticket pulled and cracked offline, no 
special access required. The 2024 attack on Ascension 
showed how far down that path an intruder can travel. 
The preventative is straightforward: managed service 
accounts with long, regularly rotated passwords, and 
delegated, fine-grained permissions instead of standing 
administrator rights.

Which brings us to the most common finding of 
all. Teams often make a service account a domain 
administrator because it’s faster than delegating the 
exact permissions it needs. Faster today. Far more 
expensive later.

HYGIENE: 
Where Most Programs Fail
When our team looked across more than a hundred 
healthcare domains, the pattern was almost universal. 
Ninety-eight percent had at least ten percent of their 
accounts sitting stale, unused for six months or more. 
In some environments, the majority of objects were 
inactive. Every one of those is a working key, and each 
one of them looks like legitimate activity if an attacker 
manages to pick it up.

The solutions require more discipline  
than budget: 

•	 Run a monthly report of accounts inactive for six 
months, and route it to the people who own  
those roles.

•	 Rotate the Kerberos account password on  
a schedule.  
 
It’s the single most important credential in your 
domain, and, in too many organizations, it hasn’t 
changed in decades. 

•	 Tie onboarding and offboarding to HR systems so 
accounts disable automatically when someone leaves.

•	 Set password and rotation policy by account type, 
not by habit.

None of this is glamorous. All of it is the work.

Kerberos password 
not changed in over 
a year in 73% of 
reviewed domains

73%

“
There is a growing trend 
towards standard users 
not being email-enabled.
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Putting It Together
Let’s look at a use case. A radiology technician sits in a single role group. That role 
carries exactly the permissions the job needs — read imaging, write to PACS — and 
nothing else. Move that person to the lab, and you change one membership, the role. 
The access follows, maintaining least privilege and providing a clean audit trail.

Change the Oil
Identity maintenance will never be the exciting part of cybersecurity. It is a quiet, 
extremely critical part of it though: it closes the doors most attackers walk through.

It also isn’t a project you finish and file away. IAM is a practice you keep and the cost 
of doing it can be measured in hours. The cost of skipping it is measured in millions, in 
downtime, and in patient trust. Because, in healthcare, those doors don’t just protect 
data. They protect care.

So, run the reports. Flush out where your keys are sitting, drain out the stale accounts, 
swap out your role permission filters for fresh ones, and tighten access to your service 
accounts so they don’t leak any information. 

That’s your oil change. Don’t skip it.

ROLE-BASED PERMISSION NESTING (AGDLP MODEL)
A radiology technician inherits only the access the role requires—nothing more

Move the technician to the lab? Change one membership. The access follows the role.

DL_PACS_Write
Domain Local Group

DL_Imaging_Archive_Read
Domain Local Group

DL_PACS_Read
Domain Local GroupROLE GROUPACCOUNT

PERMISSION GROUPS

RESOURCES

Radiology Tech
jsmith

Role_RadTech
Global Group

PACS Server

Imaging Archive
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Healthcare Cybersecurity Needs 
to Train Like the Fire Service

In addition to marking 30 years in Healthcare IT 
and Cybersecurity, 2026 marks my 30th year in the 
volunteer Fire and EMS service.

Over that time, one thing has always been clear: 
communities don’t ask firefighters to prepare for the fires 
they expect. They prepare for the fires that will eventually 
come. Not as an optional investment or a compliance 
exercise, but as a constant operational necessity.

It’s a matter of public safety. 

Cybersecurity is patient safety, and healthcare needs 
to approach incident response programs and cyber 
response exercises with the mindset of a first responder.

“Healthcare needs to 
approach incident response 
programs & cyber response 
exercises with the mindset 
of a first responder.

Mark Ferrari // Vice President, Advisory Services
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It’s Never If. It’s Always When.
One of the most dangerous assumptions healthcare 
organizations can make is believing they’re unlikely to 
become a target.

Smaller hospitals and healthcare providers may 
assume attackers will focus on larger systems. More 
mature organizations may believe their defenses are 
sophisticated enough to significantly reduce their risk. In 
either case, preparedness often quietly becomes more 
performative than operational, existing mostly on paper 
rather than in practice.

But emergency responders understand something deeply 
important: probability does not change responsibility. 

Firefighters can’t say: “We have not had a structure  
fire in years. Let’s stop running drills and checking  
the equipment.”

Even a rural fire department that only sees one major 
fire every year maintains engines, staffing, equipment, 
and training standards following many of the same 
operational expectations that a major metropolitan 
department responding to fires daily does.

The frequency may differ, but the standard of readiness 
does not.

Whether organizations experience attempted breaches 
consistently or have never had a major cyber event, the 
expectation must remain the same: eventually, a serious 
incident will occur. 

The only question is whether the organization is 
operationally prepared when it happens.

“Preparedness is not 
measured by the absence of 
disaster. It’s measured by the 
ability to respond effectively 
when a disaster occurs.

Preparedness Requires More 
Than Technology
Cybersecurity conversations often center around 
technology. Detection tools. Endpoint protection. 
Monitoring platforms. AI-driven analytics.

Yes, those tools matter, but in emergency response, 
tools are only one piece of readiness.

Fire departments operate under defined standards 
because communities know that minimum capabilities 
need to exist before an emergency ever happens. 
The National Fire Protection Association (NFPA), for 
example, outlines baseline equipment and operational 
expectations for fire departments regardless of how 
often they respond to major incidents, or even what 
steps the community may have taken to prevent them. 

A fire engine is expected to be fully operational and 
immediately deployable at all times. Staffing levels are 
defined. Equipment standards are defined. Response 
expectations are defined.

No one argues that a community should lower those 
standards simply because a major fire is statistically unlikely.

Healthcare cybersecurity needs to be viewed through 
the same lens.

Organizations can’t assume that because an attack has 
not yet caused operational disruption, their current 
capabilities are sufficient. Preparedness is not measured 
by the absence of disaster. It’s measured by the ability to 
respond effectively when a disaster occurs. 

Healthcare organizations need more than security tools. 
They need operational readiness.

“
But emergency responders 
understand something deeply 
important: probability does not 
change responsibility.



Training together builds 
familiarity, communication, 
and trust before an actual 
crisis occurs.

“
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“
But real incidents rarely 
unfold according to 
documentation.  
They unfold in confusion, 
pressure, and uncertainty. 

Cybersecurity Teams Need 
Operational Muscle Memory
One of the most important traditions in the fire service 
is drill night.

In many departments, one evening every week is 
dedicated entirely to training. Sometimes it involves 
equipment maintenance. Sometimes, classroom 
instruction. But most often, it includes simulated 
emergency scenarios to improve coordination, sharpen 
decision-making, and build response speed under 
pressure.

These exercises are a collaborative event involving 
neighboring departments, because large emergencies 
require coordinated response across multiple teams. 
Training together builds familiarity, communication, 
and trust before an actual crisis occurs.

Drills like these should be the same for cybersecurity 
in healthcare. 

Too often, cyber incident response plans exist primarily 
as documents. Teams may review them annually 
or complete a tabletop exercise simply to satisfy 
compliance requirements. But real incidents rarely 
unfold according to documentation. They unfold in 
confusion, pressure, and uncertainty.

That is why operational repetition matters.

Healthcare organizations should regularly simulate 
realistic attack scenarios involving more than IT and 
security teams. Executive leadership, legal counsel, 
communications, clinical operations, third-party vendors, 
and external partners must be included as well. 

The goal is not only to validate a policy, but also to build 
organizational muscle memory. Because during an actual 
cyberattack, speed, and coordination matter as much as 
technical capability.



“Attackers don’t need 
organizations to be 
careless. They only need 
them to be unprepared 
for the moment that 
matters most.
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Staffing Matters More Than Many 
Organizations Want to Admit
Another lesson cybersecurity can learn from emergency 
response is that readiness depends heavily on people.

The fire service doesn’t assume a small number of 
responders can compensate indefinitely through effort 
alone. Staffing minimums exist because emergency 
response requires enough trained personnel to execute 
effectively and safely.

Healthcare cybersecurity faces a similar challenge. 
Many organizations operate with understaffed teams 
carrying enormous operational responsibility. The 
assumption often becomes that talented individuals 
can simply work harder during a crisis. But burnout is 
not a response strategy.

Requirements for effective cyber preparedness include 
sufficient staffing, clearly defined responsibilities, 
escalation paths, leadership coordination, and external 
partnerships who can support the organization and the 
community when incidents occur.

That’s especially important in healthcare, where 
cyberattacks can directly affect clinical operations, 
patient access, and care delivery.

Healthcare Cannot Afford  
Good Enough
Firefighters are expected to maintain readiness even 
when the emergency may never come. Communities 
accept that standard because the consequences of 
failure are too high.

Healthcare cybersecurity is patient safety. It deserves 
the same mindset.

Organizations can no longer view preparedness as a 
checklist exercise or assume maturity alone guarantees 
resilience. Attackers don’t need organizations to be 
careless. They only need them to be unprepared for the 
moment that matters most. 

The healthcare organizations that can handle future 
cyber threats effectively may not be the ones with the 
biggest budgets or the most advanced tools. They’ll be 
the ones who operationalize readiness, train consistently, 
prepare collaboratively, and treat cyber response as a 
practiced discipline rather than a “possible” event.

Because in both firefighting and cybersecurity, the 
outcome is often determined long before the alarm 
ever sounds. 

“
In both firefighting and 
cybersecurity, the outcome is 
often determined long before 
the alarm ever sounds.
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