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Introduction

1  National Law Review 2020, CMS, accessed September 2020, https://www.natlawreview.com/article/telehealth-update-cms-
proposed-cy-2021-payment-policies-extension-public-health

As hospitals and medical providers prepared 

for the coming COVID-19 storm, the U.S. 

Department of Health and Human Services 

(HHS) declared a public health emergency 

(PHE) and waived HIPAA restrictions1 related 

to telehealth visits. The PHE, which recently 

was extended through Oct. 21, opened  

up communications platforms that 

previously didn’t meet HIPAA regulations 

such as Zoom.

The PHE declaration does not exempt 

providers from other HIPAA regulations, 

and healthcare providers remain prime 

targets for cyberattacks. Both of these 

facts underline the importance of overall 

security. Savvy organizations are looking 

across their technology portfolios to 

determine how they can reduce the risk 

of telehealth visits using Zoom and other 

generally non-compliant platforms and 

partnering with companies such as  

Fortified Health Security.

Using Zoom for Telehealth Visits:  
How to Maintain an Acceptable Risk Profile

Executive Summary

The healthcare disruption wrought by the COVID-19 outbreak is causing providers large  
and small to rethink care delivery, everything from registration and waiting room protocols 
to the necessity of each patient encounter.

Michael Bray, CISM, CRISC, CISSP, Chief Information Security Officer  

Vancouver Clinic 
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2   Chrystal Phend 2020, MedPage Today, accessed September 2020, https://www.medpagetoday.com/practicemanagement/
telehealth/87813?vpass=1 

3   Casey Ross 2020, STAT, accessed September 2020, https://www.statnews.com/2020/09/01/telehealth-visits-decline-covid19-
hospitals/ 

4   Ryan Petersen 2020, HealthTech, accessed September 2020, https://healthtechmagazine.net/article/2020/08/telehealths-new-
normal-brings-challenges-and-opportunity 

5   Jessica Davis 2020, Health IT Security, accessed September 2020, https://healthitsecurity.com/news/key-needs-for-a-resilient-
healthcare-information-security-program  

6   Mike Miliard 2020, Healthcare IT News, accessed September 2020, https://www.healthcareitnews.com/news/sound-security-
practices-key-fulfilling-telehealths-promise-study-shows

It took a global pandemic for telehealth 

visits to reach the mainstream. While usage 

already has declined 70% in July from its 

April high, it is widely believed that an 

overall greater number of patients will 

continue to seek care remotely.

Data from Medicare fee-for-service 

shows that telehealth primary care visits 

skyrocketed2   from 0.1% in February to 44% 

in April. In raw numbers, that’s an increase 

from about 2,000 telehealth visits a week 

to 1.28 million. By June 3, telehealth 

comprised 23% of Medicare primary care 

visits. Similar data from EHR provider Epic 

shows a 69% penetration3  of telehealth in 

April, dropping to 21% by July.

Patient and provider opinions on telehealth 

show that an overwhelming majority 

of consumers (74%) report a positive 

experience4 . Among providers, more than 

50% view telehealth more favorably than 

pre-pandemic, and two-thirds report being 

more comfortable using it.

Providers large and small that are not 

performing virtual health visits risk 

losing market share to those that do. 

But safeguarding patient privacy and 

information security are critical success 

factors and an area where Fortified Health 

Security can help.

Security remains a risk

The temporary relaxation of HIPAA 
regulations on telehealth visits does not 
exempt any organization from the other 
statutes that govern protected health 
information (PHI), nor has it curtailed 

cyberattacks on healthcare providers.

In August, federal authorities and security 

researchers warned of renewed cyberattacks5  

on providers, including phishing, targeted 

vishing (voice phishing) and peer-to-peer 

botnets that were targeting the SSH (secure 

shell) servers at medical centers, among 

other industries. Those attacks already had 

breached more than 500 servers.

Consumers rank security as a critical factor 

in their continued use of telehealth. A 

survey in June showed that more than 50% 

of respondents had used telehealth recently 

and nearly 75% said they planned to use 

it post-pandemic. But if their PHI was 

compromised because of a telehealth visit? 

Nearly half said they wouldn’t use it again6.
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As providers quickly pivoted to telehealth 

to treat patients and keep revenue flowing 

as the pandemic gripped the nation, 

many certainly didn’t perform sufficient 

due diligence to gauge the security of 

communications technology. The following 

example is a deep dive into one use case: 

Zoom combined with Epic’s MyChart 

acting as a VPN. Even if your facility uses 

a different EHR, the principals outlined 

provide a good starting point on the 

security issues you must keep in mind.  

Zoom Audit Security  
Findings-Response
The following is an example of the 

development and testing Vancouver 

Clinic performed to verify proper security 

protocols for telehealth visits performed  

via Zoom and Epic’s MyChart.

Testing conducted March 26, 2020  

through April 7, 2020

Summary
Zoom telehealth was introduced to the 

clinic to provide video visit integration. The 

identified findings discovered during a post 

implementation security review are listed 

below. Recommendations are noted where 

applicable. Some of the findings were 

reviewed with the administrator during the 

analysis and are being further investigated 

and updated. 

Scope
Administrative access to Zoom was 

granted to allow access to review settings 

and reports. Servers were reviewed for 

adherence to business standards. The 

Zoom administrator was interviewed. 

Zoom product managers and developers 

were interviewed. Product testing was not 

conducted. 
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Findings

Account Maintenance/Administration
This section applies specifically to the use of Zoom through Epic’s MyChart.  

For providers not on Epic, this provides a good overview of the maintenance 

and administration tasks that should be performed.

•   Host Accounts are controlled through Epic

•   End User/member accounts a created on the fly when establishing a connection 

with the host through the application programming interface (API) 

 o   These accounts appear to be persistent and store patient  

Firstname Lastname 

•   Administrator access is restricted to primary/secondary system owners

•    Google Authenticator 2FA is setup for administrator access

Recommendations
•   Consider a secondary administrator

 o   Secondary administrator will be identified

•   Transition support from Engineering to Operation team

 o   Transition plan will be completed before go-live

•   Periodically remove session data to remove patient information 

 o   Automated clean up script will be developed 

•   Remove additional admin/testing access prior to go-live

 o   Should be no more than two admin accounts

 o   Add Zoom to periodic critical asset privileged access management (PAM) 

reviews

Reporting/Auditing
Reporting and auditing functions are critical to driving compliance with HIPAA 

privacy regulations. Since it is widely believed that post-pandemic visits will 

settle to a level far above pre-pandemic numbers, providers need to find 

workable reporting and auditing solutions for the long term.

•   Provided reporting has been both limited and questionable in some instances 

(encryption, number of participants in the call) 

 o   This is being confirmed with Zoom Support

•   Zoom support provided information that all HIPAA sessions are forced AES-256 

encrypted sessions even if shown as un-encrypted in the reports

•    Zoom support stated that they can provide supporting documentation of any 

session, if necessary

1

2
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Encryption
A virtual private network (VPN) can be used to access insecure websites in a 

secure manner.

•   Tunnels are claimed to be end-to-end encrypted, but some online reports have 

disputed this

 o  This could possibly be related to an unintended workflow involving thin 

clients

•  Found sessions in the reports that noted the connection were not encrypted

 o   This is being verified with Zoom support

Recommendation
•   Set the lock to prevent unencrypted sessions tied to encryption reports provided  

by Zoom support

 o   Confirm lock has been set to “on” 

 o   Zoom support provided information that all HIPAA sessions are forced 

AES-256 encrypted sessions, even if shown as un-encrypted

 o   Zoom support stated that it can provide supporting documentation of any 

session, if necessary

Admin Settings
These admin settings are particular to Zoom implementations but likely will 

change over time. Settings should be audited at least quarterly to confirm 

continued security protections.

•   From a review of the settings, it appears that they are locked down sufficiently; 

however, it is unclear how many of these settings pertain to the API-only 

connection being used

 o   Without a testing methodology, it is impossible to confirm how these 

settings impact the connections 

Note: Zoom personal rooms are created for each user. It is stated that these are not used in the 

API instances, but they are available to attempt to join over the internet. It is unclear at this point 

if these can be exploited.

•   File transfer–disabled–should be tested

•   Code snippet–disabled

•   Company contact–disabled–should be tested for impact

•   Record meetings–disabled–should be tested

•   Allow users to add contacts–disabled–should be tested for impact

•   Cloud storage–disabled

3

4
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Recommendations
•   Set locks for all settings that should not be changed by the end users or hosts

 o   Locks are set but cannot be confirmed as “on” 

  o   Do not believe this is tied to our API workflow but will be confirmed with 

Zoom support

  o   Zoom will confirm which ones apply to API and how we confirm 

they are working

•   Require mixed case passwords

 o   Not applicable–dynamically generated by API

•   Set passwords to require alpha, numeric, and special characters

 o   Not applicable–dynamically generated by API 

•   Do not allow any password character to be repeated three times or more

 o   Not applicable–dynamically generated by API 

Personal Settings
For whatever policies that are required, document them both from a technical 

perspective and an HR standpoint to ensure uniform policies.

•   From a review of the settings, it appears that they are locked down sufficiently; 

however, it is unclear how much of the personal settings pertain to the API-only 

connection being used

 o   Without a testing methodology, it is impossible to confirm how these 

settings impact the connections and what flexibility and control end users 

and hosts have

Recommendations
•   Use administrative controls to enhance or create specific policy regarding the 

recording of Zoom sessions

 o   We have implemented various technical controls to restrict recording 

within Zoom

 o   We have no control over someone videoing a conference and or using a 

third-party product on their personal device 

•   Background and or other custom features available to end users should be vetted/

allowed via policy 

 o   Create policy if needed to disallow background settings and other features 

that could place the organization at risk 

 o   This is an HR area that will discussed in the next Compliance 

Committee meeting

5
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•   Work with Zoom and our licensing type to control rollout of automated new 

features

 o   The IS Department must control as current design allows updates without 

IT involvement (vetting/testing) 

 o   We run risk of an operational, security and or compliance incident if 

allowing automated updates to occur without IT involvement 

 o   We are meeting with Zoom to discuss options to better manage 

new feature and or code updates

Application Programming Interface (API)
APIs often are the weak link between connections, so be sure your  

policies are solid.

•   An API is accessible from the internet 

 o   Confirm that the API is restricted by IP list and header

•   The JWT API requires authentication with an API key and secret

 o   It is also tied into a deactivated service account/email account “redacted 

email address” with password never expired 

 o   This account is only used for email and will be closely monitored for 

suspicious behavior

Recommendations
•   The teledoc account should be moved into Domain Resources instead of Domain 

Users, if possible

•   Teledoc account should be moved into the ‘passwordneverexpire’ group

Testing Processes
Testing Zoom directly is impossible, but ensure that connections to Zoom are 

secure.

•   Testing processes are not documented 

 o   This led to an inability to confirm end-user settings and prevented 

scheduled production patching

Recommendations
•   Testing processes should be documented to confirm non-production and 

production testing can be properly validated 

 o   Application functionality (smoke test) documentation will be created to 

mimic end-user and provider experience

 o   Prod and non-prod video visit testing

6

7
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Patching/Vulnerabilities
Take steps to ensure your production environment is safe and stable to support 

telehealth visits in a HIPAA-compliant manner.

•   There are two non-production servers and two production servers

 o   It was found that the two non-prod servers were out of parity with  

one another

 o   Given that these systems are load balanced, this could lead to inaccurate 

test results if not directly tested against the patched system

•   One of the non-production servers contains a CIFS share readable by everyone 

 o   This appears to be tied to an old printer project and was not able to find 

documentation 

•   Ciphers are out of date

•   TLS 1.0 and 1.1 are disabled on the web proxies but still allowed on the web servers

•   Default welcome page still enabled on the server

•   Unquoted search path in .NET service

Recommendations
•   Remove printer share

 o   Printer share project will be investigated and CIF share will be removed

•   Ensure projects are sufficiently documented and completed to prevent unintended 

vulnerabilities

 o   Indicative of a larger issue regarding adherence to SOPs and development 

of supporting documentation

 o   Parity discrepancy will be investigated

•   Update ciphers on web servers

 o   Will be reviewed against Epic and HIPAA recommendations to remove old 

ciphers from IC Web services for prod and non-prod

•   Remove TLS 1.0 and 1.1 from web servers

 o   Will be reviewed against Epic and HIPAA recommendations to remove  

TLS 1.0 and 1.1 from web servers on non-prod and prod

•   Remove welcome page from IIS

 o   Disable welcome page on all IC servers 

•   Web server hardening documentation created

 o   Web hardening documentation web server onboarding SOP will be 

created

•   Add quotes to service path

 o   Server will be reviewed for adherence to Epic’s patch recommendations  

to add quotes to service path in .NET service for IC servers

8
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Standard Operating Procedures (SOPs)
Make sure that SOPs have been updated to cover procedures related to 

telehealth visits.

•   Active networked systems were listed as being “in build” six months after being used 

for production services

 o   The “in build” systems were moved to “in service” but the asset pages still 

did not show the correct “responsible people” (application owner, system 

owner, patching owner)

 o   Summary descriptions do not indicate what services are running on 

the servers, leading to confusion on what servers are involved with this 

process

Recommendations
•   Ensure administrators are following SOPs

 o   Indicative of a larger issue regarding adherence to SOPs and supporting 

documentation

 o   SOP processes will be reviewed for gaps and Quality Control 

methodologies will be developed

 o   Build process review and an aging report will be developed 

•   Do not allow devices that are in build phase onto the production network without 

required security controls

 o   Indicative of a larger issue regarding adherence to SOPs and supporting 

documentation

 o   SOP processes will be reviewed for gaps and Quality Control 

methodologies will be developed

9
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7   Kate Ashford 2017 Forbes, accessed September 2020, https://www.forbes.com/sites/kateashford/2017/01/30/
videodoctor/#4de11cbc10ce 

Right now, patient safety is the driving force 

behind the jump in telehealth visits, but 

comfort and convenience will likely propel 

the continued use of telehealth. An average 

physician visit has been clocked at over 

two hours7, including commute time, wait 

time and 20 minutes with the physician. 

With telehealth, the total time spent is 15 

minutes or less, including wait time.

The COVID-19 pandemic has shined a 

bright spotlight on telehealth, which has 

long been touted as a viable alternative to 

many in-person medical visits. Providers 

cannot afford to overlook telehealth—

especially in areas with fierce competition.

While federal regulations have been relaxed 

related to telehealth, providers need to find 

solutions that not only put patients and 

providers together virtually, but do that with 

the highest levels of security in mind.

Conclusion

https://www.forbes.com/sites/kateashford/2017/01/30/videodoctor/#4de11cbc10ce 
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About Fortified Health Security
Fortified Health Security is healthcare’s 

recognized leader in cybersecurity – 

protecting patient data and reducing 

risk throughout the Fortified healthcare 

ecosystem. As a managed security service 

provider, Fortified works alongside 

healthcare organizations to build tailored 

programs designed to leverage their 

prior security investments and current 

processes while implementing new 

solutions that reduce risk and increase 

their security posture over time. Fortified’s 

high-touch engagements and customized 

recommendations provide ROI and result 

in actionable information to reduce the 

risk of cyber events. The company is 

100% committed to creating a stronger 

healthcare landscape that benefits more 

clients, protects more patient data, and 

reduces more risk. For more information, 

contact connect@fortifiedhealthsecurity.com, 

(615) 560-7124 or visit  

www.FortifiedHealthSecurity.com.
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