
KING’S DAUGHTERS MEDICAL CENTER
VISP Services and HIPAA Risk Assessment 

The Need

As a mid-size community hospital, King’s Daughters had undergone 

unexpected resource losses resulting in a void of key personnel and an inability 

to recruit and rehire top tier security talent in the foreseeable future. 

King’s Daughters had recently lost their CISO to a larger academic center.  

Recruiting for a new one proved difficult due to salary expectations in a volatile 

security market. Additionally, the fact that the organization had already put in 

significant investments over the past three years (such as updating the security 

strategy, change management, alerting, investigations and reporting) so 

there were not a lot of “sexy” things available to work on. Leaders considered 

accepting candidates with related but not exact experience, but there 

was the risk that lack of expertise might leave the organization vulnerable. 

Subsequently, they explored the possibility of an outside partnership.

King’s Daughters realized that an industry-proven partner was needed to 

help mitigate the CISO resource void; reliably identify, prioritize, manage, 

and mitigate security risks (administrative, physical, and technical) across the 

organization; and streamline the Risk Management process.

The Solution

Fortified Health Security’s “Virtual Information Security Program” (VISP) 

Services worked in collaboration with King’s Daughters C-Suite, IT, Clinical,  

and Compliance departments to implement a focused HIPAA Risk Analysis 

process that assessed the top risk areas in the client’s healthcare enterprise.

Within this structure, the VISP reports “solid line” to the CEO and “dotted 

line” to the CIO. Fortified acts as an advisor, providing risk assessment (new 

and existing systems) and subject matter expertise while directing IT security 

resources to accomplish approved security efforts.

The Organization

Founded in 1899, King’s Daughters Health System 

brings together the region’s top clinicians to 

provide superior health care to the community. 

From the flagship King’s Daughters Medical Center 

located in downtown Ashland, KY to the state-of-

the-art Family Centers and medical specialties in 

eastern Kentucky and southeastern Ohio, King’s 

Daughters delivers the absolute best in treatment 

and care. The Ashland facility is a 465-bed hospital 

that offers cardiac, medical, surgical, pediatric, 

rehabilitative, psychiatric, cancer, neurological, 

pain care, wound care and home care services. A 

second hospital, King’s Daughters Ohio is a 10-acre 

campus with 25 pre- and post-op beds.

Size
475 Beds

50 Clinic Locations

16,000 Annual Admissions

Location
Kentucky & Ohio

Website
www.kingsdaughtershealth.com

Client since 2015

Employed Fortified services
Virtual Information Security Program (VISP)

HIPAA Risk Assessments

https://www.kingsdaughtershealth.com/
https://fortifiedhealthsecurity.com/


The process included:

•	 Weekly calls with IT Security team and CIO

•	 Monthly reporting to CEO, CIO and Risk Executives on efforts, 

priorities, shortfalls and new threats. These reports are shared quarterly 

with the KDMC Board.

•	 VISP works directly with the IT Security team to assess, remediate, plan 

and execute security efforts.

The Outcome

Fortified Health Security assisted King’s Daughters in strengthening its HIPAA 

security and compliance program through our VISP services.

Benefits to date include:

•	 Stability: Added stability of the CISO position with highly-experienced 

security professionals

•	 Checks and Balances: Outstanding checks and balances for the King’s 

Daughters board and C-suite through ongoing Risk Management and 

Risk Status reporting

•	 Budget Neutral: enabling key professional CISO services to be attained 

at King’s Daughters rate, circumventing the volatile compensation 

requirements in today’s security market

•	 Mentor for IT Security Team: Administrative, Physical, Technical, and 

Compliance mentoring above and beyond the minimum checklist 

requirements

•	 Mentor and Advisor for the CIO: Strategy, design, and advisement 

on the procurement of security and risk management systems and 

processes

•	 Alignment Around Mitigating Risks: VISP does not “over-architect or 

oversell needs” and acts as an advisor, not an enforcer

Through this streamlined and innovative relationship with Fortified’s VISP 

services, King’s Daughters was able to meet their immediate HIPAA Security 

Compliance requirements and fill the CISO resource void, as well as bolster 

their enterprise security environment above and beyond the minimum 

checklist requirements while providing consistency within the Information 

Security domain.

About Fortified Health Security

Fortified Health Security is healthcare’s recognized 

leader in cybersecurity – protecting patient 

data and reducing risk throughout the Fortified 

healthcare ecosystem. As a managed security 

service provider, Fortified works alongside 

healthcare organizations to build tailored 

programs designed to leverage their prior 

security investments and current processes 

while implementing new solutions that reduce 

risk and increase their security posture over 

time. Fortified’s high-touch engagements and 

customized recommendations provide ROI and 

result in actionable information to reduce the risk 

of cyber events. The company is 100% committed 

to creating a stronger healthcare landscape that 

benefits more clients, protects more patient data, 

and reduces more risk.

connect@fortifiedhealthsecurity.com   |   fortifiedhealthsecurity.com   |   615-600-4002

Fortified Health Security’s VISP Services worked very closely with our 

team to establish an innovative Security Risk Management process tailored 

perfectly to our unique environment and needs. Their VISP alignment 

around mitigating risks without over-architecting or overselling our needs 

has been invaluable to us in this process. We’ll continue to work with them 

for the foreseeable future!

Matt Ebaugh | Vice President, Chief Strategy & Information Officer
King’s Daughters Medical Center
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